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Amendments to the Claims 

This listing of claims will replace all prior versions, and listings, of claims in the application: 

^ Listing of Claims : 

1 . (currently amended) A computer system for encrypting and decrypting a data element using a 
static key and a dynamic key, comprising: 

said data element being statically encrypted with said static key; 

an encryption state being associated with said data clement being statically encrypted with said 
static key: 

said data element being dynamically encrypted with said dynamic key; and 
said data element being decrypted with said dynamic key and said static key on a receiving 
computer system, wherein in response to a transmission failure of a previous said data element, 
decryption of said data element also being decrypted with said encryption state, rocovor e d 
without retransmission of said previous d at a element , 

2. (original) The computer system of Claim 1 , wherein encryption with said static key is strong 
encryption. 

3. (original) The computer system of Claim 1, wherein encryption with said dynamic key is weak 
encryption, 

4. (previously presented) The computer system of Claim 1, wherein: 

said data element is encrypted with said static key on a first computer system; 
said data element is encrypted with said dynamic key on a second computer system; and 
thereby encryption and decryption are distributed between said first computer system, said 
second computer system, and said receiving computer system. 

5. (original) The computer system of Claim 4, wherein said second computer system is untrusted. 

6. (previously presented) The computer system of Claim 1, wherein: 
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said data element is encrypted with said static key on a first computer system; 
said data element is encrypted with said dynamic key on said first computer system; and 
thereby encryption and decryption are distributed between said first computer system and said 
receiving computer system. 

7. (currently amended) A computer implemented method for encrypting a data element and 
decrypting said data element using a static key and a dynamic key, comprising: 
encrypting said data element with said static key , wherein said encrypting maintains an 
encryption state : 

encrypting said data element with said dynamic key; 

transmitting said encrypted data element with said encryption state to a receiving computer 
system; 

decrypting said encrypted data element with said static key and said dynamic key on said 
receiving computer system; and 

determinmg when transmission of said a previous encrypted data element failed; and 
in response to said determining said transmission of said previous encrypted data element failed. 
r e covoring goid decrypting ef-said encrypted data element vwth said static key> said encryption 
state and said dynamic key without retransmission of said previous encrypted dat a element . 

8. (previously presented) The method of Claim 7, said encrypting said data element with said static 
key strongly encrypts said data element with said static key, 

9. (previously presented) The method of Claim 7, wherein said encrypting said data element with 
said dynamic key weakly encrypts said data element with said dynamic key. 

10. (previously presented) The method of Claim 7, further comprising: 

wherein said encrypting said data element with said static key is on a first computer system; 
transmitting said data element to a second computer system; 

wherein said encrypting said data element with said dynamic key is on said second computer 
system; and 
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thereby distributing encryption and decryption between said first computer system, said second 
computer system, and said receiving computer system. 

1 1 . (previously presented) The method of Claim 7, 

wherein said encrypting said data element with said static key is on a first computer system; 
wherein said encrypting said data element with said dynamic key is on said first computer 
system; and 

thereby distributing encryption and decryption between said first computer system and said 
receiving computer system. 

12. (currently amended) The method of Claim 7[[10]], wherein said transmitting transmits a value of 
said encryption state that is prior to said encrypting of said data element with said static 
key furth e r oomprioing: 

d e t e rmining wh e n transmission of said data element from said first comput e r system to said 

s e cond computer aystom fail e d; and 
rooovering said d e crypting of said data olomont without r e transmission of said data . 

13. (canceled) 

14. (canceled) 

1 5. (currently amended) An article of manufacture comprising a program storage medium readable 
by a computer and embodying one or more instructions executable by the computer for causing a 
computer system to encrypt a data element and decrypt said data element using a static key and a 
dynamic key, comprising: 

encrypting said data element with said static kev . wherein said encrypting maintains an 
encryption state : 

encrypting said data element with said dynamic key; 

transmitting said encrypted data element with said encryption state to a receiving computer 
system; 
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decrypting said encrypted data element with said static key and said dynamic key on said 
receiving computer system; 

determining when transmission of said a previous encrypted data element failed; and 

in response to said determining said transmission of said previous encrypted data element failed. 



state and said dynamic key without retransmission of said previous encrypted dat a element . 

1 6. (previously presented) The article of manufacture of Claim 1 5 wherein said encrypting said data 
element with said static key strongly encrypts said data element with said static key, 

17. (previously presented) The article of manufacture of Claim 15 wherein said encrypting said data 
element with said dynamic key weakly encrypts said data element with said dynamic key. 

1 8. (previously presented) The article of manufacture of Claim 1 5, further comprising: 
wherein said encrypting said data element with said static key is on a first computer system; 
transmitting said data element to a second computer system; 

wherein said encrypting said data element with said dynamic key is on said second computer 
system; and 

thereby distributing encryption and decryption between said first computer system, said second 



19. (previously presented) The article of manufacture of Claim 15, 

wherein said encrypting said data element with said static key is on a first computer system; 

wherein said encrypting said data element with said dynamic key is on said first computer 
system; and 



20. (currently amended) The article of manufacture of Claim i5[[l 8]], wherein said encrypting said 
data element with said static key uses said encryption state to vary values of said data element 
encrypted with static key fiirthcr oompriainR: 
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decrypting ef said encrypted data element with said static key, said encryption 



computer system, and said receiving computer system. 



thereby distributing encryption and decryption between said first computer system and said 
receiving computer system. 
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det e rmining wh e n trongmission of said data oloment from said first computer syst e m to said 

s e cond computer oystcm failed; and 
r e cov e ring said decrypting of said data cl e m e nt without rotran s miosion of said data , 

21. (canceled) 

22. (canceled) 

23. (currentiy amended) A computer system for encrypting and decrypting a data element using a 
static key and a dynamic key, said data element being partitioned into a plurality of chunks, 
comprising: 

said data element chunks being statically encrypted with said static key; 

encryption states being associated with said data element chunks being statically encrypted with 
said static key; 

said data element chunks being dynamically encrypted with said dynamic key; and 
said data element chunks being decrypted with said dynamic key and said static key on a 
receiving computer system, wherein in response to a transmission failure of a previous o ne of 
said data element chunks, a subsequent one of said data element chunks being decrypted with 
said static key, one of said encryption states, and said dynamic key d e orvption of said data 
e l e m e nt chunk s b e ing r e covered w ithout retransmission of said previous one of said dat a element 
chunks . 

24. (original) The computer system of Claim 23 wherein encryption with said static key is strong 
encryption. 

25. (original) The computer system of Claim 23, wherein encryption with said dynamic key is weak 
encryption. 

26. (previously presented) The computer system of Claim 23, wherein: 

said data element chunks are encrypted with said static key on a first computer system; 

said data element chunks are encrypted with said dynamic key on a second computer system; and 
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thereby encryption and decryption are distributed between said first computer system, said 
second computer system, and said receiving computer system. 

27. (original) The computer system of Claim 26, wherein said second computer system is 
untrusted. 

28. (previously presented) The computer system of Claim 23, wherein: 

said data element chunks are encrypted with said static key on a jRrst computer system; 
said data element chunks are encrypted with said dynamic key on said first computer system; and 
thereby encryption and decryption are distributed between said first computer system and said 
receiving computer system. 

29. (currently amended) A computer implemented method for encrypting a data element and 
decrypting said data element using a static key and a dynamic key, said data element being 
partitioned into chunks, comprising: 

encrypting said data element chunks with said static key to provide static encrypted data element 
chunks , said static encrypted data element chunks being associated with static encryption states, 
respectively, said static encryption states being used to vary values of said static encrypted data 
element chunks being statically encrypted with said static kev : 

encrypting said static encrypted data element chunks with said dynamic key to provide dynamic- 
static data element chunks and dynamic enor>^ption rcoovory information stat e s ; 
transmitting said dynamic-static data element chunks and said dynamic static encryption 
information states to a receiving computer system; 

decrypting said dynamic-static data element chunks with said static key and said dynamic key on 
said receiving computer system; 

determining, on said receiving computer system, when transmission of a previous o ne of said 
dynamic-static data element chunks failed; and 

in response to said determining said transmission of said previous one of said dynamic-static data 
element chunks failed, decrypting a subsequent one of said dynamic-static data element chunks 
with said static key, said dynamic key and said static encryption state, wherein said previous one 
of said dynamic-static data element chunks associated with said failed transmission is not 
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recQvered r e cov e ring, on said rccoiving computer syst e my s aid d e crypting of r , nid dynnmic ntntin 
data e l e ment chunks aft e r said one of sold dynamic static data clomont chunks boDod on one of 
said dynamic encryption recov e ry informdtion'statos . 

30. (previously presented) The method of Claim 29 wherein said encrypting said data element 
chunks with said static key strongly encrypts said data element chunks with said static key, 

3 1 . (previously presented) The method of Claim 29 wherein said encrypting said static encrypted 
data element chunks with said dynamic key weakly encrypts said data element chunks with said 
dynamic key. 

32. (previously presented) The method of Claim 29, further comprising: 

wherein said encrypting said data element chunks with said static key is on a first computer 
system; 

transmitting said static encrypted data element chunks to a second computer system; 

wherein said encrypting said static encrypted data element chunks with said dynamic key is on 

said second computer system; and 

thereby distributing encryption between said first computer system and? said second computer 
system. 

33. (previously presented) The method of Claim 29, 

wherein said encrypting said data element chunks with said static key is on a first computer 
system; 

wherein said encrypting said static encrypted data element chunks with said dynamic key is on 
said first computer system. 

34. (currently amended) The method of Claim 29[[32]]» wherein said previous one of said 
dynamic-static data element chunks associated with said failed transmission is not 
retransmitted furth e r comprising: 

transmitting said static encrypted data e l e m e nt - oh u nks with static e ncryption rooov e ry 
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d e t e rmining whon transmission of said static encrypt e d data e l e m e nt chunks from said firot 

eemput e r syst e m to said second comput e r system failed; and 
recov e ring said d e crypting of at least on e of said data element chunks without retransmission of 

said data bas e d on said static encryption recov e ry information . 

35. (canceled) 

36. (canceled) 

37. (currently amended) An article of manufacture comprising a program storage medium 
readable by a computer and embodying one or more instructions executable by the computer 
for causing a computer system to encrypt a data element and decrypt said data element using 
a static key and a dynamic key, said data element being partitioned into chunks, comprising: 

encrypting said data element chunks with said static ke y, wherein said encrypting maintains an 
encryption state : 

encrypting said data element chunks with said dynamic key; 

transmitting said data element chunks with said encryption state to a receiving computer system; 
decrypting said data element chunks with said static key and said dynamic key on said receiving 
computer system; 

determining when transmission of said data element chunks from said second computer system 

to said receiving computer system failed; and 
in response to said determining said transmission of said one of said dynamic-static data element 
chunks failed, r e covering said decrypting of a subsequent one of said data element chunks with 
said static key, said encryption state and said dynamic key w ithout retransmission of said one of 
said dynamic-static dat a element chunks associated with said failed transmission . 

38. (previously presented) The article of manufacture of Claim 37 wherein said encrypting said 
data element chunks said static key weakly encrypts said data element chunks with said static 
key. 
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39. (previously presented) The article of manufacture of Claim 37 wherein said encrypting said 
data element chunks with said dynamic key weakly encrypts said data element chunks with 
said dynamic key. 

40. (previously presented) The article of manufacture of Claim 37, further comprising: 
wherein said encrypting said data element chunks with said static key is on a first computer 
system; 

transmitting said data element chunks to a second computer system; 

wherein said encrypting said data element chunks with said dynamic key is on said second 
computer system; and 

thereby distributing encryption between said first computer system and said second computer 
system. 

41. (previously presented) The article of manufacture of Claim 37, 

wherein said encrypting said data element chunks vnth said static key is on a first computer 
system; 

wherein said encrypting said data element chunks with said dynamic key is on said first 
computer system. 

42. (previously presented) The article of manufacture of Claim 40, further comprising: 
determining when transmission of said data element chunks from said first computer system to 

said second computer system failed; and 
recovering said decrypting of said data element chunks without retransmission of said data, 

43. (canceled) 

44. (canceled) 
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